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Abstract

To understandwhat makesN P -completeproblemssohard, | conductmy researt
through two approadies: construct hard problem instancesand study how bad the
solvers work. A simple way to construct problem instancesis to choosea random
truth assignmenh A, and then chooseclausesrandomly from amongthose satis ed
by A. Howewer, this method tendsto produce easyproblems, sincethe majority of
literals point toward the \hidden" assignmeh A. Previously we proposeda problem
generatorthat cancelsthis e ect by hiding both A and its complemen A. While
the resulting formulas appear to be just as hard for DPLL algorithms as random
3-SAT formulas with no hidden assignmenh they can be solved by WalkSATin only
polynomial time. Here we proposea new method to cancelthe attraction to A, by
choosing a clausewith t > O literals satis ed by A with probability proportional to
o for someq< 1. By varying g, we can generateformulas whosevariables have no

bias, i.e., which are equally likely to be true or false;we can even causethe formula
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to \deceptively" point away from A. We presen theoretical and experimertal results
suggestinghat theseformulas are exponertially hard both for DPLL algorithms and

for incomplete algorithms sud as WalkSAT

Next, we introduce a new application for constructing \hard to solwe" SAT in-
stances: Negative Databases(NDBs), a strange type of databasethat only stores
records\not" in the original database.NDBs o er the promiseof preservingthe con-
dentialit y of the individual recordsin a database while permitting certain restricted
gueries.NDBs have many applicationsin the eld of data security. Constructing an
NDB correspnding to a DB is equivalert to constructing a SAT formula with a set
of satis able truth assignmets asits only satis able truth assignmets. We presen
a newapproad to construct suc formulas, and we are ableto show that the formula
canonly be satis ed by the truth assignmets that arevery closeto oneof the hidden
assignmets. We then demonstrate experimertally that the formulas generatedby
our sthemeare much harder to solwe than the formulas generatedby the previously
suggestedpre x algorithm and RN DB algorithm[27, 25], and indeedthey are hard
enoughto ensuresecurity. We hope that this new approad could create interest in

constructing hard SAT formulas asa way to protect the con dentialit y of databases.

Finally, to understand how bad the solwers work, we analyze the behavior of
two natural variants of the Davis-Putham-Logemann-Leeland (DPLL) algorithm
for Graph 3-Coloring on sparserandom graphs G(n; p = c=n). First, we calculate
analytically the probability P.(0) that these algorithms nd a 3-coloring with no
badtracking at all, and shawv that it goesto zerofaster than any analytic function
asc! c¢ = 3.847... Then we showv that ewen in the \easy" phasel < c < ¢
where P¢(0) > 0, including just above the emergenceof the giant component, the
expected number of badtracks is exponertially large with positive probability. To
our knowledgethis is the rst rigorous proof that the running time of a natural

badtracking algorithm has a heavy tail for graph coloring. In addition, we give

viii



experimertal evidenceand heuristic argumerts that this tail takesthe form P¢(b)

b 1 up to an exponertial cuto .
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Chapter 1

Intro duction

DoesP = NP? This famousquestion hasintrigued many peoplein mathematics,
computer science,physics... for many yearsnow, and the answer is still unknown.
Somepeople believe that P = NP, that may be proven by giving a polynomial-
time algorithm for oneof 1000soknow N P -completeproblems. Indeedmarny proofs
haven beenpresened in this form, yet none of them is correct. On the other hand,
most of complexity theorists beliewe that NP > P. | certainly agreewith them
and I'm interestedin the following question: \what makes N P-complete problems

hard?" Most of my works focus on this area.

3-SAT and Graph 3-Coloring are the most canonical N P-complete problems.
People have studied these problems for over 30 years, and many algorithms and
solers have been deweloped for them. To understand N P-complete problemsin
general,l focusmy study on 3-SAT and Graph 3-Coloring,and | conductmy researt

through two approades: the problem instancesand the solers.
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1.1 Problem instances

Recen yearshave witnessedthe rapid dewelopmern and application of seartr meth-
ods for constraint satisfaction and Boolean satis ability. An important factor in
the successf thesealgorithms is the availability of good sets of bendimark prob-
lemsto ewvaluate and ne-tune them. There are two main sourcesof sud problems:
the real world, and random instance generators. Real-world problemsare arguably
the best bendimark, but unfortunately are often in short supply. Moreover, using
real-world problems carriesthe risk of tuning algorithms toward the speci ¢ appli-
cation domains for which good bendimarks are available. In that sense,random
instancegeneratorsare a good additional source,with the advantage of cortrollable
characteristics, sud as size and expected hardness. Hard random instanceshave
led to the dewelopmen of new stochastic searét methods sud as WalkSAT41] and
the breakout procedure[40], and have beenusedin detailed comparisonsof local
seardr methods for graph coloring and related graph problems[34]. The results of
various competitions for CSP and SAT algorithms shaow that there is a fairly direct
correlation betweenthe performanceon real-world bendimarks and on hard random
instances[33, 23, 49, 34].

A key limitation of current problem generatorsconcernstheir usein evaluating
incomplete local searty methods. When a local seard algorithm doesnot nd a
solution, it canbedi cult to determinewhetherthis is becausehe instanceis in fact
unsatis able, or simply becausehe algorithm failedto nd the satisfyingassignmen
The standard way of dealing with this problemis to usea completeseartr method
to Iter out the unsatis able cases. However, this limits the size and dicult y of
probleminstancesthat canbe considered.ldeally, onewould useproblem generators
that generatesatis able instancesonly. A recen sourceof satis able CSP instances
has beenthe quasigroupcompletion problem [43, 35, 3]. Howewer, a generatorfor

random hard satis able instancesof 3-SAT, sa, hasremainedelusive. To construct
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sud hard satis able instanceswould also help us understandwhat makesinstances
hard to solve and why N P-completeproblemsare hard in general.In chapter 2, we
give three di erent kinds of hard satis able instancesgenerators;we then shawv that
problem instancesgeneratedby them are indeedvery hard and give certain tuition
on why they are sohard to sole.

1.2 Solvers

Many commonseard algorithms for combinatorial problemshave beenfound experi-
mertally to exhibit a heary-tailed distribution in their running times; for instance,in
the number of badtracks performedby Davis-Putnam-Logemann-Leeland (DPLL)

algorithms on constrairt satisfaction problems sud as Satis abilit y, Graph Color-
ing, and Quasigroup Completion [28, 29, 30, 32, 41]. In sud a distribution, with

signi cant probability, the running time is much larger than its median, and indeed
the expectation can be exponertially large even if the median is only polynomial.
Thesedistributions typically take a power-law form, in which the probability that

the algorithm badtracks b times beharesasP.(b) b for someexponert . One
consequencef this is that if a run of the algorithm hastaken longerthan expected,
it is likely to take much longer still, and it would be a good ideato restart it (and
follow a newrandom branch of the tree) rather than cortinuing to seart in the same
part of the seart space.

For Graph 3-Coloring, in particular, theseheavy tails were found experimertally
by Hogg and Williams [32] and Davenport and Tsang[20]. At rst, it wasthought
that this heavy tail indicated that many instancesare exceptionally hard. A clearer
picture emergedwhen Gomes,Selmanand Crato [29 found that the running times
of randomizedseard algorithms on a typical xed instance shov a heavy tail. In

Figure 1.1 we shav our own experimertal data on the distribution of the number of
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badtracks for two versionsof DPLL described below. In both caseshe log-log plot
follows a straight line, indicating a power law. As n increasesthe slopesappear to

corvergeto 1, and we conjecturethat P.(b) b ! up to someexponertial cuto .

A fair amourt of theoretical work hasbeendoneon heavy tails, including optimal
restart strategies[37] and formal models [14]. Howeer, there have beenrelatively
few rigorous results establishing that thesetails exist. The most desirable result
would be a proof, for somenatural probability distribution over problemsof sizen,
that P.(b b for some in the limit of large n and b. To our knowledge, no
sud result has beenobtained. In chapter 3, we shov a wealer result, namely that
b is exponertially large with positive probability, even for \easy" random problems
whereb = 0 with positive probability (and, if P,(0) > 1=2, the median value of b is
zero). One related result is Achlioptas, Beame,and Molloy [2], who showved using
lower bounds on resolution proof complexity that DPLL takesexponertial time on
randominstancesof 3-SAT, ewvenfor somedensitiesbelow the satis abilit y threshold;
our results appear to be the rst on Graph Coloring, and we rely on much simpler

reasoning.
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Distribution of backtracks for algorithm A
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Figure 1.1: Log-logplots of the distribution of the number of badktracks P.(b) for the
two DPLL algorithms Aand B descrited in the text on random graphswith ¢ = 3:5.
The data appearsto follow a power law Pc(b) b !in the limit n! 1 .



Chapter 2

Generating Hard instances

2.1 2-hidden form ulas (previous work)

A very natural candidate for generatingrandom hard satis able 3-SAT formulas is
the following. Generatea randomtruth assignmet A, and then generatea formula
with n variables and rn random clauses,rejecting any clausethat is violated by
A. In particular, if we work closeto the transition region r 4:25 where the
hardest 3-SAT problems seemto be [13, 31, 39|, we might hope that this would
generatehard satis able instances. Unfortunately, though, the sampling of these
formulas is far from uniform: the generatoris highly biasedtowards formulas with
many assignmets clusteredaround A. When givento local seartr methods sud as
WalkSATtheseformulasturn out to be much easierthan formulas of comparablesize
obtainedby Itering satis able instancesfrom a 3SAT generator. More sophisticated
versionsof this \hidden assignmeti’ stheme|[9, 45] improve matters somewhatbut

still lead to biasedsamples.

We introduce a new generatorof random satis able problems. The ideais sim-

ple: we condition a random formula on having a random complemen tary pair of
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satisfying assignmets, A and A, by rejecting clausesthat are violated by either A
or A. Our motivation comesfrom recen work [7] in which we found that moving
from random k-SAT to random NAE-K-SAT (in which ewery clausein the k-CNF
must have a true and a falseliteral) tremendouslyreducesthe correlation between
solutions. That is, whereasin random k-SAT, satisfying assignmets tend to form
clumps, in random NAE-k-SAT the solutions appear to be scattered throughout
the hypercube in a rather uniform \mist", ewven for densitiesextremely closeto the
threshold. An intuitiv e explanation of this phenomenons that sincethe complemen
of every NAE-assignmetn is also an NAE-assignmem, the pull of pairs of solutions
largely cancelout. In this paper we exploit this phenomenonto imposea similar
symmetry on the hidden assignmets A and A, sothat their attractions cancelout,

making it hard for a wide variety of algorithms to \feel" either one.

A particularly nice feature of this generatoris that it is extremely simple to
capture probabilistically, in sharp cortrast with, say, 3-SAT generatorsbasedon
cryptographic ideas[19]. In particular, the formulas generatedare readily amenable
to all the mathematicaltoolsthat have beenalready deweloped for studying random
k-SAT formulas! We take the rst stepsin this direction, preseting a rst momen
calculation and the analysisof the Unit Clausealgorithm via the technique of dif-
ferertial equations. By plotting the solution space,we are able to show that: with
a pair of hidden assignmets, the solution density is symmetric, which revealslittle
information about where the hidden solution is, and this makesthe formula hard;
with onehidden assignmets, the solution density is highly biasedtoward the hidden

solution and makesit easyto sole.

We perform experimerts on our \2-hidden" formulas, and comparethem to \1-
hidden" and \0-hidden" formulas. That is, we compareour formulas with random
3-SAT formulaswith onehiddenassignmehandwith standardrandom 3-SAT formu-

las (with no hidden assignmet). We examinefour leadingalgorithms: two complete
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solers, zChaff and Satz, and two incompleteones,WalkSATand the recerily intro-
duced SR For all thesealgorithms, we nd that our 2-hiddenformulas are about as
hard as 0-hiddenformulas, (take DPLL solvers exponertial time), very much unlike
1-hidden formulas which are much easier. Although WalkSATsolves theseformulas
in polynomial time, sinceafter a few variablesare setin a way that agreeswith one
of the hidden assignmets, neighboring variablesdewelop correlationsconsistem with
these[1Q].

2.2 ¢-hidden form ulas

We then pursue an alternate approady, inspired by [8], who reweighted the satis-
fying assignmets in a natural way. We hide just one assignmety but we bias the

distribution of clausesas follows:

1. Prede neaconstart g< 1andgeneratearandomtruth assignmehA 2 f0;1g"

2. Dorn times: choosea random k-tuple of variables,and choosefrom amongthe
clausesin which t > O literals are satis ed by A with probability proportional

to ¢.

This penalizeghe clauseswvhich are\more satis ed" by A, and reduceshe extert
to which variable occurrencesare more likely to agreewith A. (Note that the naive
formulas discussedabove amourt to the caseq = 1.) As we will seebelow, by
choosing q appropriately we can rebalancethe distribution of literals, sothat eat
variable is aslikely to appear positively as often as negatively and no longer points
toward its valuein A. By reducingq further, we can even make it morelikely that a
variable occurrencedisageeswith A, sothat the formula becomesdeceptive" and

points away from the hidden assignmenh
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We call theseformulas \ g-hidden" to distinguish them from 1-hidden, 2-hidden,
and 0-hiddenformulas, and Lik e theseother families, our g-hiddenformulas are read-
ily amenableto all the mathematical tools that have beendeweloped for studying
random K-SAT formulas, including momert calculations and the method of di er-
ertial equations. Belov we calculate the expecteddensity of satisfying assignmets
as a function of their distancefrom A, and analyzethe behavior of the Unit Clause
algorithm on g-hidden formulas. We then presen experimerts on se\eral complete
and incomplete solvers. For certain valuesof g, we nd that our g-hidden formulas
are just as hard or harder for DPLL algorithms as 0-hidden formulas or 2-hidden
formulas, and are much harder than naive 1-hidden formulas. In addition, we nd
that local seart algorithms like WalkSATnd our formulas much harder than any
of these other families, taking exponertial as opposedto polynomial time. More-
over, the running time of WalkSATincreasessharply as our formulas becomemore

deceptiwe.

2.2.1 The expected density of solutions

For 2 [0;1], let X be the number of satisfying truth assignmets in a random
g-hidden k-SAT formula that agreeon a fraction of the variableswith the hidden
assignmenh A; that is, their Hamming distance from A is (1 )n. We wish to

calculate the expectation E[X ].

By symmetry, we cantake A to bethe all-true assignmenh In that case,a clause

with t > 0 positive literals is chosenwith probability gq'=((1 + @) 1) (here we

k

. Clausedfor all t > 0). Let B be

normalize the probabilities by summing over the
atruth assignmeh where n of the variablesare true and (1 )n are false. Then,
analogousto [4], we uselinearity of expectation, independencebetweenclausesthe

selectionof the literals in ead clausewith replacemen and Stirling's approximation



Chapter 2. GeneratingHard instances

for the factorial to obtain (where suppresseserms polynomial in n):

EX ]= Pr[B satis es a random clausg™
|
_ N 1% K @ ke
n o U@+ gk 1
fk;r;q( )n
where
k k T
()= % L @ )+ )
@ )t (1+g* 1
Looking at Figure 2.1, we seethat the behavior of f near = 1=2 changes

dramatically as we vary q. For q = 1 (i.e., naive 1-hidden formulas), f {1=2) is
positive, giving local seart algorithms a \push" towardsthe hidden assignmet On

the other hand, if qis the positive root q of
1 @+t 1=0

then f {1=2) = 0. Analogousto [8], this is alsothe value of g at which literals are
equally likely to agreeor disagreewith A. Intuitiv ely, then, if = q we would expect
a local seard algorithm starting from a random assignmetjfor which s tightly
concetrated around 1=2|to have no local information telling it in which direction
the hidden assignmen lies. We call theseq -hidden formulas balanced; for k = 3, g

is the goldenratio (p 5 1)=2= 0:618:

For smaller values of q su as g = 0:5 shown in Figure 2.1, f {1=2) becomes
negative, and we expect a local seart algorithm starting at a random assignmen
to move away from A. Indeed, f( ) hasa local maximum at some < 1=2, and
for small r there are solutionswith < 1=2. Whenr is su ciently large, howeer,

f()<1forall < 1=2,andasn! 1 the probability any of these\alternate"

10
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solutions exist is exponertially small. We conjecturethat for each q q thereis
a threshold r¢(g) at which with high probability the only solutions are those close
to A. Setting maxtf ( ) j 1=2g = 1 yields an upper bound on r.(q), which we
showv in Figure 2.4 below. For instance, the dotted line in Figure 2.1 shows that
r.(0:5) 56.

We call such formulas deceptive sincelocal seart algorithms sud as WalkSAT
DPLL algorithms sudh as zChaff that use a majority heuristic in their splitting
rule, and message-passinglgorithms sud as SPwill presumablysear® in the wrong
direction, and take exponertial time to crossthe local minimum in f( ) to nd
the hidden assignmeh Our experimerts below appear to con rm this intuition.
In addition, all three types of algorithms appear to encourter the most di cult y
at roughly the samedensity r.(g), where we conjecture the \alternate" solutions

disappear.

2.2.2 Unit Clause heuristic and DPLL algorithms

Unit Clause (UQ is a linear-time heuristic which permanenly setsone variable in
eat step as follows: if there are any unit clauses,satisfy them; otherwise, pick a
randomliteral and satisfyit. For random 3-SAT formulas, UCsucceedsvith constan
probability for r < 8=3, and fails with high probability for r > 8=3 [12]. UCcan be
thought asthe rst brand of a simple DPLL algorithm S, whosesplitting rule takes
arandom unsetvariable and tries its truth valuesin random order; thus UCsucceeds
if S succeedswithout backtracking. On the other hand, [17, 18] shoved that S's
expectedrunning time is exponertial in n for any r > 8=3; seealso[1], who usedlower
bounds on resolution complexity to show that S takes exponertial time with high
probability if r > 3:81. In general,it appearsthat simple DPLL algorithms begin

to take exponertial time at exactly the density wherethe correspnding linear-time

11
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heuristic fails.

In this section, we analyze the performanceof UCon our g-hidden formulas.
Speci cally, we shaw that in the balancedcasewhereq= g , UCfails for r > 8=3 just
asit doesfor 0-hiddenformulas. Basedon this, we conjecturethat the running time
of S, and other simple DPLL algorithms, is exponertially large for our formulas at

the samedensity asfor 0-hiddenones.

As in [4], we analyzethe behavior of UCon arbitrary initial distributions of 3-SAT
clausesusing the method of di erential equations. For simplicity we assumethat A
is the all-true assignmeh A round of UCconsistsof a \free step," in which we satisfy
a random literal, and the ensuingchain of unit-clause propagations. For0 i 3
and0 j i, letS; = sijn bethe number of clausesof length i with j positive
literals andi | negative ones,and let s; = P i Sij .- Let X =xn be the number of
variablessetsofar, and let mr and mg be the expectednumber of variablessettrue
and falsein a round. Then we can model the discrete stochastic processof the S;;

with the following di erential equationsfor the s;; :

dS3;j _ 383;1'

dx 1 x (2.1)
dspj _ 2S; + Me(j + 1)sgj1 + M1 (3 )Sgy

dx 1 x (mr+ me)(@Q  X)

The unit clausesaregovernedby atwo-type branching processwith transition matrix
0 1

1 @ S2:1 252;0A

M =
L X 2555 sp4
As in [6], aslong asthe largesteigervalue of M is lessthan 1, the branching process

is subcritical, and summing over the round gives
0 1 0 1

m 1=2
@ "TA=(1 M)! @ A
my 1=2

12
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We then solwe the equation (2.1) with the initial conditions sz, = 0 and
oo 3 d
j A+09® 1
forO<j 3. In the balancedcaseq= q, we nd that UCsucceed®n g-hidden for-
mulas with constart probability if and only if r < 8=3, just asfor 0-hiddenformulas.
The reasonis that, as for 2-hidden formulas, the expected number of positive and
negatiwe literals are the samethroughout the process. This symmetry causesUCto

behave just asit would on random 3-SAT formulas without a hidden assignmen

We note that for q < q, UCsucceedsat slightly higher densities, at which it
can nd one of the \alternate" solutionswith < 1=2. At higher densitieswhere
thesealternate solutions disappear, our experimertal results belov showv that these
\deceptive" formulastake DPLL algorithms exponertial time, andfor r > r.(q) they

are harder than 0-hidden formulas of the samedensity.

2.2.3 Experimental results
DPLL

In this section we discussthe behavior of DPLL solwers on our g-hidden formulas.
We focuson zChaff [48]; the behavior of OKsolver [36]is similar. Figure 2.2 shaws
zChaff's running time on 0-hidden, 1-hidden, 2-hidden, and g-hidden formulas for

various valuesof q.

Balancedformulas, i.e. with g = q = 0:618::, appear to be about as hard as
0-hidden ones, and peak in complexity near the satis ability threshold. This is
consisten with the picture given in the previoustwo sections: namely that these
\balanced" formulas make it impossiblefor algorithms to feel the attraction of the
hidden assignmeh In cortrast, naive 1-hidden formulas are far easier, since the

attraction to the hidden assignmen is strong.
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Deceptive formulas, i.e. with g < q, appear to have two phases.At low density
they arerelatively easy and their hardnesspeaksat a density r.(g). Abover.(q) they
take exponential time; asfor O-hiddenformulas, asr increasedurther the coe cien t

of the exponertial decreasessthe clausesgeneratecortradictions more quickly.

We beliewe that this peakr:(q) is the samethreshold density de ned earlier (see
Figure 2.4 belown) above which the only solutions are those closeto the hidden as-
signmern. The situation seemdo bethe following: below r(g), there are\alternate™
solutionswith < 1=2, and zChaff is led to theseby its splitting rule. Above r.(q),
thesealternate solutions disappear, and zChaff takesexponertial time to nd the
vicinity of the hidden assignmety sincethe formula deceptively points in the other
direction. Moreover, for a xed r above r.(g) theseformulas becomeharder as g

decreasesnd they becomemore deceptie.

To illustrate this further, the lower part of Figure 2.2 shons zChaff's median
running time on 0-hidden formulas, 1-hidden formulas, 2-hidden formulas, and ¢
hidden formulas for g = q (balanced) and g = 0:3 (deceptiwe). We x r = 55,
which appearsto be above r.(g) for both thesevaluesof q. At this density, the
0-hidden, 2-hidden, and balancedg-hidden formulas are all comparablein di cult vy,
while 1-hidden formulas are much easierand the deceptive formulas appear to be

somewhatharder.

SP

Survey Propagation or SP[38] is a recenly introducedincomplete solver basedon
insights from the replica method of statistical physicsand a generalizationof belief
propagation. We tested SPon 0-hiddenformulas and g-hidden formulas for di erent
valuesof g, usingn = 10* and varying r. For 0-hidden formulas, SP succeedaip

to r = 4:25, quite closeto the satis abilit y threshold. For g-hidden formulas with

14
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g= q, SPfails at 4:25just asit doesfor 0-hiddenformulas, suggestingthat it nds
these formulas exactly as hard as 0-hidden onesewen though they are guararteed
to be satis able. For naive 1-hiddenformulas, SPsucceedst a signi cantly higher

density, up to r = 5:6.

Presumably the naive 1-hidden formulas are easierfor SPsincethe \messages"
from clausesto variables, like the majority heuristic, tend to push the algorithm
towards the hidden assignmeh In the balancedcaseq = q, this attraction is
successfullysuppressed,causing SP to fail at essetially the samedensity as for
0-hidden formulas, closeto the satis abilit y threshold, even though our g-hidden
formulas cortinue to be satis able at all densities. In cortrast, the 2-hiddenformulas
of [4] are solved by SPup to a somewhathigher density r  4:8. Thusit seemghat
the reweighting approad of g-hidden formulas doesa better job of confusingSPthan

hiding two complememary assignmets does.

For g< g, SPsucceedsp to somewhathigher densities,eat of which matches
quite closelythe value r¢(g) at which zChaff's running time peaks(seeFigure 2.4
below). Building on our conjecture that this is the density above which the only
solutions are those closeto the hidden assignmety we guessthat SP succeeddor
r < rq(q) preciselybecausethe local gradiert in the density of solutions pushesit
towards the \alternate" solutions with < 1=2. Above r.(g), these solutions no
longer exist, and SPfails becausethe clausessend deceptive messagesgemanding

that variablesbe set opposite to the hidden assignmen

WalkSAT
We concludewith alocal seard algorithm, WalkSATFor eat formula, we did up to

10* restarts, with 10* stepsper attempt, where ead step doesa random or greedy

ip with equal probability. In the upper part of Figure 2.3 we measureWalkSAB

15



Chapter 2. GeneratingHard instances

performanceon 1-hidden, 2-hidden, and g-hidden formulas with various valuesof g.
We usen = 200and r rangefrom 4 to 8. Even for theserelatively small formulas,
we seethat for the three most deceptive valuesof g, there is a density at which the
medianrunning time jumpsto 1 ips. For instance,g-hiddenformulaswith q= 0:4

appearto be unfeasiblefor WalkSATor, say, r > 5.

We beliewe that, consisten with the discussionabove, local seard algorithmslike
WalkSATgreedily follow the gradiert in the density of solutionsf ( ). Forq< q,
this gradiert is deceptiwe, and lures WalkSATaway from the hidden assignmeh At
densitiesbelow r.(q), there are many alternate solutionswith < 1=2 and WalkSAT
nds one of them very easily; but for densitiesabove r.(qg), the only solutions are
those near the hidden assignmehy and WalkSAE greedcausesit to wander for an
exponertially long time in the wrong region. This picture is supported by the fact
that, asFigure 2.4 shavs below, the density at which WalkSA'E running time jumps

upward closelymatchesthe thresholdsr(qg) that we obsened for zChaff and SP

The lower part of Figure 2.3 looks at WalkSAE median running time at a xed
density as a function of n. We compare 1-hidden and 2-hidden formulas with ¢
hidden oneswith g = q and two deceptie values,0:5 and 0:3. We chooser = 55,
which is above r¢(g) for all three valuesof g. The running time of 1-hidden and
2-hidden formulas is only polynomial [4, 10. In cortrast, evenin the balancedcase
g= q, the running time is exponertial, and the slope of this exponertial increases
dramatically aswe decreasey and make the formulas more deceptive. We note that
it might be possibleto dewelop a heuristic analysisof WalkSATE running time in the

deceptive caseusing the methods of [42, 18].
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2.2.4 The threshold density

As we have seen,there appearsto be a characteristic density r.(q) for ead value of
g g at which the running time of DPLL algorithms like zChaff peaks,at which
WalkSATE running time becomesexponertial, and at which SPceasego work. We
conjecturethat in all three cases,the key phenomenonat this density is that the
solutionswith < 1=2 disappear, leaving only thosecloseto the hidden assignmen
Figure 2.4 shows our measuredvaluesof r¢(g), and indeedthey are quite closefor
the three algorithms. We alsoshaw the analytic upper bound onr¢(q) resulting from
setting maxff ( ) | 1=2g = 1, above which the expected number of solutions

with 1=2 is exponertially small.

2.2.5 Conclusions

We have introduced a simple new way to hide solutions in 3-SAT problems that
producesinstancesthat are both hard and satis able. Unlike the 2-hiddenformulas
of [4] where the attraction of the hidden assignmen is cancelledby also hiding
its complemen, here we eliminate this attraction by reweighing the distribution
of clausesas in [8]. Indeed, by going beyond the value of the parameter q that
makes our g-hidden formulas balanced,we can create deceptive formulas that lead
algorithmsin the wrongdirection. Experimertally, our formulasareashard or harder
for DPLL algorithms as 0-hidden formulas, i.e., random 3-SAT formulas without a
hidden assignmety for local seart algorithms like WalkSATthey are much harder
than 0-hiddenor 2-hiddenformulas, taking exponertial rather than polynomial time.
Our formulasare alsoamenableto all the mathematicaltools deweloped for the study
of random 3-SAT; here we have calculated their expected density of solutions as a
function of distancefrom the hidden assignmety and usedthe method of di erential

equationsto shav that UCfails for them at the samedensity asit doesfor 0-hidden
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formulas.

We closewith se\eral exciting directions for future work:

1. Conrm that thereis a singlethreshold density r.(q) at which a) the alternate
solutions far from the hidden assignmenh disappear, b) the running time of
DPLL algorithms is maximized, c) SPstopsworking, and d) the running time

of WalkSATbecomesexponertial;

2. Prove that simple DPLL algorithms take exponertial time for r > r¢(q), in

expectation or with high probability;

3. Calculate the varianceof the number of solutionsasa function of , and giving

improved upper and lower boundson the distribution of solutionsand r.(q).

2.3 many-hidden form ulas

[26, 27, 25] introducethe idea of Negative DatabaseN DB to protect sensitive data.
An N DB is adatabasethat storesall the recordsnot in the original database(DB).

Let's assumea universe(U) of binary stringswith xed length n. Considera database
(DB) consistingof N binary strings (holding the information of interest) of the same
length. Thenlet NDB = U DB: the setof all strings not in DB. j U j= 2",
andj U DB j= 2" N. In general,j U DB jis much biggerthan j DB j.
By introducing an extra symbol \*" for \either 1 or 0", howewer, NDB can be
compressedo reasonablesize: O(n j DB j) [26, 27]. Notice that eadt \compressed"

string C-string in acompressedN DB may correspnd to multiple stringsinU DB.

A compressedN DB can be mapped to a SAT formula in which ead clause
correspnds to a C-string and ead variable x; in a clauseis negatedif the ith

position of the correspnding C-string is 1, x; is un-negatedif the ith position is
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0, x; is not in this clauseif the ith position is . One can easily verify that the
set of truth assignmets correspnding to the set of strings in the original DB are
precisely the satis able truth assignmets for the SAT formula correspnding to
the NDB. Therefore, recovering the original DB from an NDB is equivalert to
nding all the satis able truth assignmets for a SAT formula, which is an N P-hard
problem[26, 27, 25]. Table 2.1 givesan exampleof DB, its correspndingN DB and

equivalent SAT formula.

DB U DB NDB SAT formula
0001 0000 001* (X1_X2_X3 )
0110 0010 010* (X1_Xz_X3 )
1000 0011 101* (X1_X2_ X3 )
1100 0100 111* (XI_X2_X3 )
0101 0000 (X1_ X2 _ X3_ Xg)
0111 0111 (X1_ X2 _X3_Xg)
1001 1001 (X1 _ X2 _ X3_ X2)
1010 1101 (X1 _ X2 _ X3_ Xa)
1011
1101
1110
1111

Table 2.1: An exampleof DB, NDB, and its correspnding SAT formula. In this

example,there are N = 4 binary strings with length n = 4 in the original DB the
number of stringsin U DB =jUj jDB j=2* 4= 12which is exponertial

in terms of n; after compressionthe number of C-strings in the NDB reducedto

8 by adding synbol; An NDB is mappedto a SAT formula in which eat clause
correspndsto a C-string and a variable x; in the clauseis negatedif the ith position
of the C-string is 1, X; is un-negatedif the ith position is 0, X; is not in this clause
if the ith position is

2.3.1 What for?

Negative Databaseshave many useful applications for protecting sensitive data [26,

27, 25. For example,supposethat a brokerage rm hasa DB of its biggestinvestors,
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but the con dentialit y of this information (who is on the list and the cortents of their
portfolios) must be protected. Therefore,the brokerage rm derivesfrom its DB of
thesecustomersan NDB. An emplojeeat the rm could nd out from the NDB
easily \Is John Jonesoneof our customers?This is the sameasasking\Do esa given
truth assignmen satisfy a SAT formula?" Howe\er, it would be N P-hard to extract
from the NDB a name of a customeror how marny customersthere are. Unlessa
solution can be found e ciently for the SAT formula, the original data cannot be
obtained from the NDB.

As another application, considerwatch lists being usedto keepknown and sus-
pectedterrorists from boarding planes. Airp ort personnelneedto be able to erner
the name of someoneabout to board a ight to nd out whether that nameis on
a watch list. But ticket agerns and other low-level airport personnelshould not be
ableto nd out who elsemight be on the list. With an NDB, the ticket agert could
verify whether a speci c nameis on the list without being ableto nd out all the
nameson the list or the number of nameson the list. This useof an NDB makesit
lesslikely that the cortents of the list would becomeknown to terrorist organizations
or other unauthorized persons. It also protects privacy of those placed on the list

enormously

Another usefor an NDB is the intersection of con dential lists owned by two
or more di erent ertities, none of which wants to discloseto the other ertities the
cortents of its database. Eadh party could preparean NDB for the other parties.
Ead could run the namesfrom its own DB against the other NDBs to idertify
which of its customersit shareswith the others without ever knowing the cornents
or the number of recordsin the other enities DBs. Ead enity gains valuable

information without disclosingcon dential information unnecessarily

Furthermore, N D Bs can be distributed as a further safeguard. When an NDB

is divided into seeral portions, ead portion must be queried to conrm that a
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string is part of the original DB. No enity that receives only a portion of the
N DB caninfer the valuesof the original DB. Only the personwho consults every
portion of the distributed NDB can verify this. For example,if a lottery hasbeen
held, the lottery may wish to notify the winners, but not to reveal their namesto
anyone else. The holder of the lottery could create an NDB distributed amongm
parties(NDB = [ ,NDB;). Each NDB; could get an answer about its share,while
forbidding ewveryone from making multiple inquiries. Anyone who wants to know
\Did | win?" would needto consult all of the m agens. To claim winnings, the
purchaserof a winning lottery ticket would needto presen the lottery ticket and a

certi cate from eat of the m ageris: \Name Y satis es the constrains in NDB;".

Using this system, only the winners and the lottery agencycan know for sure
who won. Eadh ND B, could reveal someof the losers,but noneof the winnerscould
be identied from any oneN D B,.

Of course,there are mary other approadiesto achieve con dentialit y, but none
of them is appropriate for all applications. In the caseof cryptography, the ability
to seart data is hindered, and keeping secret key \secret" is not always a easy
task [19]. For instance, with huge amourt of time and computation, one may be
ableto nd the secretkey and extract all the information with that key; but with
N DBs, evenonecould nd onesolution for an ND B, which is only onerecordin the
original database,all the rest of the information in the NDB is still safe.In the case
of query restriction, data recordsare always vulnerable to insider attacks [15, 21].
Furthermore, most of the currert technologiesrely on integer factorization, but what
if integerfactorization is foundto bein P in the nearfuture? The Negative Databases

o er an alternative way to ensureprivacy basedon an N P-hard problem.

Takentogether, Negative Databasescould potertially protect sensitive data while
permitting certain queries. Constructing a \hard to reverse"NDB from a DB is

equivalent to constructing a SAT formula with a givensetof truth assignmets asits
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only satis able truth assignmets, but all of which are hard to identify. Previously,
in the SAT comnunity, constructing satis able \hard" SAT formulas hasbeendone
mainly as an exercisegeneratingbendmarks for testing and ne-tuning incomplete
SAT solers. Negative Databasegrovide a newpractical application for constructing
hard SAT formula: improved data protection. We hope that this newapproad could

enhanceinterest in practical applicationsfor SAT formulas.

2.3.2 Previous work and our prop osal

Constructing an NDB correspnding to a original DB with N recordsof length n is
equivalent to constructinga SAT formula with N hiddensatis able truth assignmets
over n variables. Let F (n; N) denotesud a formula. There is much in the literature

about how to construct hard but satis able SAT formulas|[3, 4, 9, 10, 35], but little

hasbeendonein constructing F (n; N) with N 2. The pre x algorithm introduced
by [27, 25] is exactly designedfor this task, but with one problem: the formulas
generatedby it are not hard at all. A leading SAT solwer zChaff can solwe them
easily (in a few seconds)up to n = 10002.5. This would defeatthe main purpose
of NDBs, namely that they be very hard to reverse. To addressthis issue,[27, 25]
then give an improved version: RandomN DB (RNDB) algorithm by introducing
randomnessin the formula. RN DB algorithm improves the matter somehav, but
still not good enough. In this paper, we proposea di erent method to achieve the

\hard to reverse" goal.

Given a set A (A = DB) of uniformly random truth assignmets a;; ay;::;; ay
over n variables,we construct its correspnding k-SAT formula with m = rn clauses

in the following way:

1. pick k random variablesover n variables;
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2. form a clauseuniformly random among all the possibleclausesover thesek

variables;
3. keepit if it canbesatis ed by all the truth assignmets 2 A, rejectit otherwise;

4. repeat the following loop until there are rn clauses;

In this paper, we call sud formulas \many-hidden" formulas. Notice that if
k log,N + 1, for any givenk-tuple, thereare 2 2N possibleclausesand among
which there are at most N clauseswhich disagreewith a given hidden assignmen
a 2 Awith 1 i N. Thus, at least 1/2 of the possibleclauseschosenin step 3
are satis ed by all N hidden assignmets. In other words, aslongask log, N + 1,

we have no trouble generatingtheseformulas.

We require a set A of \uniformly random" truth assignmets to ensurethe for-
mula’'s hardness. [4] shavsthat hiding two complimertary pairs of truth assignmets
makesthe formula much harderthan hiding onetruth assignmety and the argumert
is that two complimenrtary pairs of hidden assignmets will balancethe force of at-
traction from the hidden assignmets, making it hard for a solverto nd either one,
and this makesthe formula harder. With N uniformly random truth assignmets,
we hope that attractions from all the hidden assignmets will be balancedout and
this will make our formula relatively hard. Of course,the real recordsin the positive
databasemay not be uniformly random, but this can easily be solved by applying a

universal hash function on them.

Realizethat our formula di ers very much from the previousbendmark problems
in the SAT comnunity, where peopleare interestedin small and hard instancesto
test the SAT solwers. Our formula is neither the smallestnor the hardest formula
compareto them. The fact is: our formula is relatively big and kind of hard, (hard
enoughfor all the current solvers), and most importantly, there are many hidden

solutions, instead of one, scatteredover a hyper cube.
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It is obvious that every a 2 A satis es our many-hidden formula, but it is
clearly not true that ewery satisfying truth assignmen for our many-hidden formula
is in A. In other words, our many-hidden formula is not an exact NDB for A.
Fortunately, we are able to shov by Theorem 1 below that with certain valuesof k
andr correspndingto N, all the satis able truth assignmets are very closeto one
of the hidden assignmets. Our many-hidden formula is kind of \fuzzy": it not only
acceptsthoseN hiddentruth assignmets aswe wanted, but alsoacceptssometruth
assignmets closeto one of the hidden assignmets. This fuzzy property could be a

big advantage for biometric autherntication whererandom \noise" is unavoidable.

The paper is organizedas follow: section4 gives Theorem 1; section5 addresses
issuesarising from the fuzzy property; section6 demonstratesexperimertally that
the formulas generatedby our schemeare much harder than the formula generated
by the pre x algorithm, and indeed they are hard enoughto ensuresecurity; and

nally , section7 concludes.

2.3.3 Pro of of correctness

First, we x somenotations:

C; is aclause;

v; is a variable;

g is atruth assignmet we want to hide in the formula;

A is the set of all hidden assignmets, a 2 A and jAj = N;

H(c;d) is the normalized hamming distance between any two truth assign-
merts c and d; If a and b are a pair of complemetary truth assignmets, then
H(a;b = 1.
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bis a random truth assignmeh with H, ., 8a 2 A;

we s& that b\agrees" with a; onC; i 8 v 2 Cj, b(v;) = a(v;), otherwisewe

s& that b\disagrees" with a on C;;

we say that b\disagrees" with A onC; i bdisageeswith 8 a; 2 A; otherwise
we s& that b\agrees” with A on C;;

A \legal” clauseis a clausewhich canbe satis ed by 8a; 2 A; notice that ewery

clausein our many-hidden formula is a legal clause.
Our many-hidden formulas have the following property:

Theorem 18 > 0;8,; > 0, let ¢ be constant and ¢ = @i—l let f(x) =
1

1 e 1, for every many-hiddenk-SAT formula F(n; N) with k clog, N and
rooeff()2k,

lim Pr{9bj bsatis es F(n;N)\ H(bia)> ]=0

The proof is givenin appendix: we are ableto shav that, with certain valuesof k
andr, the expectednumber of solutionswhich is far from all the hiddenassignmets is
exponertially small by the rst momert method. Although the hidden assignmets
may not be the only satis able truth assignmets for our many-hidden formulas,
accordingto Theorem 1, we know that the extra satis able truth assignmets are
always very to closeto one of the hidden assignmets; furthermore, by increasing
the valuesof k and r, the extra satis able truth assignmets can be reducedto any

degreeas we wish.

Notice that our formulasarenot smallwith the correctvaluesof k andr according
to Theorem1: we requirethat r = 2 = (N°) with ¢ 2:41. We beliewe that

with more careful calculation, oneshouldbe ableto makec! 1+ ratherthan 2:41.
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Evenwith the current value of ¢, sincethe running time for generatingtheseformulas
is only kN times of the sizeof the formulas, it would not be a problemto generate
sud formulas. Table 2.2 givesthe valuesof k, r, the sizeof the formulas and running
time for generatingsud formulas comparingto the onesby the pre x algorithm and
RN DB algorithm. In terms of sizeand the running time, our formulas are not much

worsethan the pre x ones,and are much better than RN DB ones.

many-hidden formulas pre x formulas RN DB formulas
k clog, N n n
r N 241 nN n2N 2
size (log, N)nN %41 n?N n3N 2
running time (log, N)nN 341 n°N? n°N>3

Table 2.2: Comparisonof F (n; N) by our scheme,the pre x algorithm and RNDB
algorithm.

2.3.4 Extra satis able truth assignments

Theorem 1 shows that, although the hidden assignmets are not generallythe only
satis able truth assignmets for our formula, with certain valuesof k and r, the
extra satis able truth assignmets are, with high probability, very closeto one of
the hidden assignmets. Our formula is fuzzy in the sensethat it may accepta
truth assignmen that is closeto one of the original hidden assignmets in hamming
distance, but not necessarilyidentical. This fuzzy characteristic makesit useful for
applications sud as biometric authertication systems,in which data are subject to

random noise[44].

In a biometric authertication system,the biometric characteristics of a person,
sudh as the face, the ngerprint, the signature, the voice, or the eye, are used as
the basicinformation on which identi cation systemscould be based. To ensurethe

security, one could apply NDB on them. Becausethe formula is tolerant of small
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variations from the original records,it is capableof protecting biometric data just as
convertional cryptographic techniquesare usedto protect alphanumeric passvords
with the benet of noisetolerance. This could potentially addressesa major out-

standing problem in the theory of biometric authertication.

In caseexact represetation is needed,one could always apply error detection
techniques, sud asrepetition or CRC, to remove the extra ones[46. For instance,
if \1011" is in the original PDB, we use\1011 1011 1011" as our record for PDB,
and produce the correspnding NDB for it. To verify if a record\1111" is in the
PDB, we ask our NDB if \1111 11111111"is a satis able truth assignmeh The
more repeat we use, the lesslikely \1111" satis es the NDB. We can reduceerror

rate to any degreeas we wish.

2.3.5 Experiments

In this section,we compareour many-hidden formulas to the onesgeneratedby the
pre x algorithm (\pre X" formulas)andby RN DB algorithm (RN DB formulas)[27,
25]. We usethe completesolver zChaff for this task. We obtained zChaff from the
Princeton web site [48]. Figure 2.5 shaws its performanceon theseformulas with 16
hidden assignmets and n ranging from 10 to 300. For our many-hidden formulas,
we usek = 10> clog, N and r = 12000> €’N°f (0:1) as de ned in Theorem1 to
ensurethe correctness.We only test RN DB formulas with n up to 100 due to the
ine ciency of the algorithm. Figure 2.5 shaws that the running time of zChaff for
solving our formulasincreasesexponertially in termsof n. RN DB formulasare kind
of harder than pre x ones,but both of them are much easierthan our many-hidden
onesfor zChaff, and this hardnessgap increasesdramatically as n increaseswith

n = 50, our formulas are 10* times harder than the others.

Since Figure 2.5 only shaws the running time for zChaff on our many-hidden
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formulaswith a relatively small number 16 of hidden assignmets in them, onewould
think that the more hidden assignmets we include, the easierthe formulas become.
To demonstratethat this is not true at all, Figure 2.6 shavs zChaff performanceon
our formulas with N = 2, 4, 8, and 16, n = 50, and the correspnding valuesof k
andr accordingto Theorem1. We seethat the more hidden assignmets we include,
the harder our formulas become,and the running time of zChaff for solving these
formulasincreasesxponertially in terms of the number of hidden assignmets. This
is not a big surpriseto us, sincewe increaseshe value of k accordingto N de ned
by Theorem1, andit is well known that SAT formulas becomeharder ask increases.
Another lessimportant factor to this could be that the more hidden assignmets,

the more balancedthe formula becomes.

2.3.6 Conclusions

In this paper, we have introduceda new application for constructing \hard to solwe"
SAT instances: constructing Negative Databasesfor data security. Although the
pre x algorithm can be usedto construct an exact NDB from a DB, the problem
is that the formula generatedby it is very easyto solve. We presen a di erent
approad here,and we have shavn by Theorem 1 that with certain valuesof k and
r, all the satis able truth assignmets are very closeto (but may not beidertical to)
one of the hidden assignmets. This fuzzy property could becomea big advantage
for biometric authertication, in which random "noise" is unavoidable. We then
demonstrated experimertally that our many-hidden formulas are much harder to
solve than the pre x formulas and RNDB ones,and indeed it is hard enoughto
ensuredata security. This new approad could shift interest in SAT formulas from
testing and training solversto real-world applicationsin protecting the con dentialit y

of databases.
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Density of solutions with r=6
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Figure 2.1: The nth root f ( ) of the expectednumber of solutionswhich agreewith
the hidden assignmeh on a fraction  of the variables. Herek = 3. The upper part
of the gure shovsf( ) forg= 1,q9= 0:618andqg= 0:5atr = 6. The lower part

showvsf () for g= 0:5 and varying r. Note that at r = 5:6, we havef ( ) < 1 for all
1=2.
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zChaff performance with n=200
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Figure 2.2: The upper part of the gure shows zChaff's median running time over
49 trials on 0-hidden, 1-hidden, 2-hiddenand g-hidden formulas with n = 200and r
ranging from 4.0to 8.0. The lower part shovs the medianrunning time with r = 5:5
and n ranging from 50to 300.
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WalkSAT performance with n=200
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Figure 2.3: The upper part shovs WalkSAE medianrunning time over 49trials with
n = 200and r ranging from 4 to 8; the lower part shons the median running time
with r = 5:5 and n ranging from 50to 600.
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—— Upper bound
—— zChaff
—o— SP

—=— WalkSAT

Figure 2.4: The density r.(q) at which the running time of zChaff peaks,WalkSAT
peaksor exceedsl® ips, and SPstopsworking. We conjectureall of theseeverts
occur becauseat this density the alternate solutionswith < 1=2 disappear, leaving
only those closeto the hidden assignmeh Shown alsois the analytic upper bound
descriked in the text.
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Median number of Decisions by zChaff
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Hardness of our formulas
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X ¥
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Figure 2.5: The median number of decisionsmade by zChaff on many-hidden for-
mulas, pre x formulasand RN DB formulaswith 16 hidden assignmets. (on a log,
scale). For our formulas, Each point is the median of 25 trials. Our formulas are
much harder than pre x onesand RN DB ones,and they are unsohable by zChaff

asn > 50.
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le+07
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Figure 2.6: The median number of decisionsmade by zChaff on our formulas with
n=50, N = 2,4,8,16,k = 3,5, 8, 10,andr = 240,600, 3500,12000accordingto
theorem1 (on alog, scale). Each points is the median of 25 trials. The hardnessof
our formulas grows exponertially asN increases.
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Chapter 3

How bad do the solvers works

3.1 Intro duction

In this chaper, we analyzethe behavior of DPLL algorithm for Graph 3-Coloring on
sparserandom graphsG(n; p = c=n), and we will shav that DPLL takesexponertial
time on theseinstances. Our results hold for two variants of DPLL. Both of them
are greedy in the sensethat they brandh on a vertex with the smallest available
number of colors;in particular, they perform unit propagation, in which any 1-color
vertex is immediately assignedthat color. They are distinguished by which 2-color
vertex they branch on whenthere are no 1-colorvertices. In algorithm A the vertices
are givena xed uniformly random ordering, and we branch on the 2-colorvertex of
lowest index. In algorithm B, we choosea vertex uniformly at random from among
the 2-color vertices. In both variants, we try the two possiblecolors of the chosen
2-color vertex in random order. (How we brandh on 3-color vertices is immaterial,
sincethere is always a 1- or 2-color vertex while the algorithm is coloring the giant

componert.)

Our main result is the following:
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Theorem 2 For algorithms A and B, let b be the numkber of times the algorithm
backtrackson G(n;c=n). If 1< c< ¢ = 3:847:, there exist constants ;q> 0 such
that Prlb> 2 "] g, andsoEb= (2 ").

Although this theorem does not shav that the tail of P¢(b) b !, we beliewe our
argumerts can be re ned to do that. Along the way, we calculatethe preciseproba-

bility that thesealgorithms succeedwith no badktracking at all:

Theorem 3 Let1 < ¢ < ¢ = 3:847: For algorithms A and B, the prombility

algorithm they color G(n; c=n) without backtrackingis
Z to c 2
P.(0) = exp . dt 20 )2+ ) + 0(1) (3.1)

whee tq is the smallest positiveroot of 1 t e = 0.

We note below that P.(0) approades zero faster than any analytic function as c
approatiesc , and commert on the fact that this \essertial singularity” makesit
very di cult to locatethe threshold at which sud heuristicssucceedising numerical

experiments.

Our work is motivated partly by recen results of Ein-Dor and Monasson[24].
Supposethe expectedamourt of badtracking takesthe form exp(! (c)n+ o(n)); then,
basedon an earlieranalysisof 3-SAT by Coccoand Monassomn16],they estimate! (c)
by modeling the seart tree with a time-dependert branching process. The values
of | (¢) they obtain using this approad agreevery well with experimert, especially
whenthe averagedegreeis large. Beame,Culberson,Mitc hell and Moore [11] proved
for someDPLL algorithms that ! (¢) = O(1=2) in the limit of largec, in agreemen
with a scalingargumert of [24]. Howeer, their argumens do not apply as well for

small valuesof c, below the 3-colorability threshold.

The idea behind Theorem 2 is very simple. Partway down a random branch of

the tree, with positive probability, the subgraphinduced by the remaining vertices
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cortains a small subgraph,which is not list-colorable given its remaining colors; say,
a triangle composedof the vertices whoseavailable colors are red and green. No
matter what the algorithm doesfrom that point on, it will encourer this subgraph
over and over again, vainly recoloringother verticesin the hope that it will go away.
Thus ewvery brandh of this subtreewill fail, and the algorithm is forcedto badtrack
to beforethis subgraph’'sneighoors were colored. The result is that there is a strong
positive correlation betweenthe everts that two di erent branchesof the seard tree
fail, and so an exponertially large number of branchescan fail even though a given

one succeedwith positive probability.

We will rely heavily on the fact that for both thesevariants of DPLL, a single
random branch is equivalert to a linear-time greedy heuristic, 3-gl , analyzed by
Achlioptas and Molloy [5]. They shoved that if 1< c< ¢ wherec = 3:847:: then
3-gl colors G(n; c=n) with positive probability. (If ¢ < 1 then the graph with high
probability has no bicyclic componert and 3-gl colorsit with probablity 1.) This
shows that P;(0) > O, i.e., with positive probability thesevariants of DPLL succeed
with no badtracking at all. Howewer, as our results shav, the expected amourt
of badktracking is exponenrtially large even for random graphswith c in this \easy"

regime,and indeedjust above the appearanceof the giant componert at c= 1.

The paper is organizedasfollows. In Section3.2, we prove Theorem 3 by looking
closelyat 3-gl usingthe techniquesof Achlioptas and Moore [6], grouping the steps
of the algorithm into rounds, and exactly analyzing the correlations betweenthe 1-
color verticescoloredin a givenround. We alsousegeneratingfunctions to calculate

the distribution of the number of 1-colorverticesat a given time.

In Section 3.3 we prove Theorem 2 along the lines alluded to above. First we
show that a triangle of red-greenverticesappearswith positive probability, dooming
an enire subtree; then, we shav that for both variants of DPLL, with positive

probability the number of leaves of this subtreeis exponenially large. Finally, in
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Section 3.4 we conclude and give someintuition about how Theorem 2 might be

strengthenedto prove that the number of badtracks is distributed asa power law.

We usered, green, and blue to denote our three colors. All asymptotics are in

the limit of large n, and we omit o ors and ceilings.

3.2 The probabilit y of successwithout backtrac k-
ing
3.21 3-gl and dieren tial equations

Achlioptas and Molloy [5] analyzeda greedy list-coloring heuristic they call 3-gl .
Ead vertex v hasa list “(v) of available colors, which are removed when they are
assignedto its neighbors. We call v a g-color vertexif j (v)j = g and ewery vertex is

3-color vertex at the beginning. Then 3-gl works as follows:

1. If there are any 1-colorvertices, chooseone at random and assignits available

color to it.

2. Elseif there are 2-colorvertices,chooseonev at random, and assignit arandom

colorc2 “(v).

3. Else choosea 3-colorvertex at random and assigna random color to it.

Everything outside the giant component of G(n; c=n) with high probability consists
of treesand unicyclic componerts, and it is easyto seethat 3-gl succeed®n sud
componerts. Therefore,we focuson the phaseof 3-gl which colorsthe giant com-
ponert, during which there is always a 1- or 2-colorvertex. We referto stepsof type

(1) and (2) above, in which we color 1-color and 2-color vertices, as \forced" and
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\free" respectively. It will be usefulto follow Achlioptas and Moore [6] and group
stepsinto \rounds,"” whereead round consistsof a free step followed by a cascade

of forced steps.

Sincethe rst branch of both our variants of DPLL is equivalert to a run of
3-gl , the probability P.(0) that they color the graph with no badtracking at all is
the sameas the probability that 3-gl succeedsi.e., that it colorsthe ertire graph
without creating a O-color vertex. This in turn is the probability that all of 3-gl 's

rounds succeed.

Now, de ne the state of a round asthe number of uncoloredverticesof eat color
list, i.e., the number of 3-color vertices and the number of 2-color vertices of eah
color pair, presen at the beginning of that round (by de nition there are no 1-color
vertices presen). By the principle of deferreddecisions,the uncolored part of the
graph is uniformly random in G(n%p) where n° is the total number of uncolored
vertices. Therefore, the probability that a given round fails is a function only of its
state. Moreover, if we condition on the state of eat round, the ewerts that various
rounds fail becomeindependen, and P¢(0) is simply the product over all rounds of

the probability that they succeed.

As it turns out, the probability that a given round succeedss a cortinuous
function of its state, so to calculate P,(0) within o(1) it is sucient to estimate
the state to within o(n). The technique of di erential equations,and in particular
Wormald's theorem [47], allows us to do this. Let S;(R) and S3(R) be the number
of 2- and 3-color verticesat the beginning of the R'th round. Then, the behavior of
3-gl on G(n; c=n) can be modeledwith the following set of di erential equationsin

the \rescaled" variablessz and s,, wherethe variable of integration isr = R=n[5, 6]:

dss CSs 3

d—r 1—, 53(0) =1

ds, css 1 B

W 1 y SZ(O) =0 (3-2)

39



Chapter 3. How bad do the solvers works

where

2
_332

Speci cally, let s3(r) and s,(r) be the solutionsto (3.2), and let ro be the smallest
positive root of s,(r) = 0. Then the following evert holds with high probability:
S3(R) = sz3(R=n)n + o(n) and S;(R) = sx(R=n)n + o(n), with s;(R=n)n=3+ o(n)
2-color vertices of eat color pair, uniformly for all R with 0 < R=n < ry. Since
Achlioptas and Molloy [5] shaved that 3-gl succeedsvith positive probability, this
ewvert holds with high probability even when we condition on the ewvert that 3-gl
succeeds.

We briey review how the di erential equations(3.2) are derived. The ideais
that eat round can be modeledby a branching processin which coloring a vertex v
causessomeof v's 2-color neighbors to becomel-color vertices. A priori we have a
3-type brandhing process.consistingof the 1-colorverticesof the three colors,with a
3 3transition matrix M whoseertries depend on the number of 2-color vertices of
the three color pairs; for instance,the expectednumber of red 1-colorverticescreated
by coloring a vertex blue is p times the number of red-blue vertices. This resultsin
a systemof four coupleddi erential equations,which we omit here. Howewer, since
both this system and the initial conditions are symmetric under permutations of
the colors, its trajectory is symmetric as well, and we can reduceit to the smaller
system(3.2). In that casethere arewith high probability s,n=3+ o(n) 2-colorvertices

of ead color pair sowe have

0 s s
c
Mzégsz 0 Sz§= % (3.3)
S S

and M's only nonzeroeigervalue is , the total expected number of 1-color vertices

createdper step.
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If < 1this brandching processs subcritical, and the expectednumber of initially
2-color vertices coloredduring around is 151 ) o(1). Hereo(1) includesthe
probability that the graph induced by these vertices is not a tree (including the
probability that a O-colorvertex is createdand the round fails). Theseverticeshave
anexpectednumber pS=(1 ) o(1) of 3-colorneighbors;only o(1) of thesebecome
1- or O-color vertices, and the rest become2-color vertices. Rescalingaccordingto

Wormald's theoremthen yields the di erential equations(3.2).

To solhe (3.2), it is cornveniert to changethe variable of integration from r to t,
whereT = tn is the number of steps(free and forced) taken sofar. Using dt=dr =

1=(1 ), this givesthe original di erential equationsderived in [5]:

ds
d—f = o s3(0)=1
% = ¢ 1 s0)=0 (3.4

The solution to (3.4) is easily seento be
ss()=e®; syt)=1 t e“ (3.5)

Maximizing s,(t) shavsthat < 1forallt if andonly if c< ¢ wherec = 3:847::
is the smallestpositive root of ¢  Inc = 5=2. Usingthe 1st branch of Lambert's

function, de ned asW (x) = y wherey = xe*, we canwrite ¢ = W (( e 52),

The number of roundsperformedafter T stepsis with high probability r (T=n)n+
o(n), where

Zt
r)= dt@@ )

0

wWIN

2
1 e® + 1 = t+ 2. (3.6)

We will usethis in the proof of Theorem 2 below.

41



Chapter 3. How bad do the solvers works

3.2.2 Proof of Theorem 3

In this sectionwe usethe branching processassaiated with 3-gl to calculate the
probability that a given round succeeds.As we argued above, conditioning on the
state at the beginningof ead round makesthe ewerts that they succeedndependert.

Taking the product of these probabilities then gives(3.1) and proves Theorem 3.

Lemma 4 Supmsethat the state of a round R contains s,n=3+ o(n) 2-oolor vertices

of each color pair, where (2=3)cs, < 1. Then the prokability that R suaeeds is
f()

Osuccesdl) = 1 e + o(1=n) (3.7)

whele

c? _
)22+ )

f = 3.8

()=3 (3:8)
Pro of. Weassaiate R with atree T asfollows: let T's edgesconsistof the pairs u; v
sud that coloring u removesa color from “(v). Then T spansthe subgraphinduced
by the verticescolored, plus any 0-colorverticescreated,during R. We will say that

R genentesT.

Now, the probability that R fails is clearly a function of the tree it generatesand
the probability it generatesa given tree is a function only of its state. Since < 1,
the brandhing processcorrespnding to R is subcritical, and argumeris analogous
to [6] show that the probability that R generatesa given tree di ers by o(1) from
the probability that the branching processgeneratesa tree of the sametype. This
probability in turn is a cortinuousfunction of the entries of its transition matrix, and
thereforeof . Finally, sincethe sizet of the tree generatedby a subcritical branching
processhas an exponertial tail, its secondmomen Et? is nite; sinceR fails with
probability at most pt? = O(t?=n), averaging over all trees gives a probability of

failure (1 =n), justifying the scalinginherert in (3.7).
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We now calculatef ( ), i.e., n times the probability that a round fails, within the
brandching processmodel. First, supposea round starts (on its free step) by coloring
avertex red. Then, using (3.3), the expectednumber of 1-color verticesof eat color

generatedby the round is [6]
0

0 1 1
1 2

SRRV Y - S S
. 1 e+ )

e, (2 )=((1 )2+ )) redvertices(including the initial one)and =((1 )2+ ))

eat of the other two colors. (Note that the total expected number of vertices is

1=(1 ), but their colorsare correlatedwith the color of the initial vertex.)

Now, it is not the casethat the probability of failure in a round is p times the
number of pairs of 1-color verticeswith the samecolor in T. For instance,if a red
1-colorvertex u is coloredbeforev becomesa red 1-colorvertex, u and v cannot be
connected,sinceif they were v would have becomea 1-color vertex (of a di erent
color) whenwe coloredu. The only \dangerous" pairs where coloring u might make

v a 0-colorvertex are thosewherev is presem, but not yet colored,whenwe color u.

It is easyto seethat whetheror not a round fails doesnot depend on the orderin
which we color the 1-color vertices (although which vertex becomesa 0-color vertex
does). Therefore,although 3-gl choosesfrom the 1-colorverticesrandomly, we can
assumensteadthat we always color the youngestl-colorvertex, and thus perform a
depth- rst traversalof the tree T. A little re ection shaws that the dangerouspairs
are then those u; v wherev is an older sibling of u, an \uncle" which is older than
u's parert, or a great-uncleolder than u's grandparen, and soon. In Figure 3.1
we shawv part of a round, and connectthe dangerouspairs with dotted lines. If
there are D sud pairs, the expected probability that the round succeedss then
E@ pP=1 cED=n+ o(1), sof( )= cED.
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Figure 3.1: The dangerouspairs in a round. The root is the vertex chosenon the
free step, and siblings are orderedwith the youngeston the left.

Ead vertex v in the branching processhas a number of children m which is
Poisson-distributedwith mean , and the number of dangerougpairs below v includes
those below eat of its children. In addition, if v is red, its children are greenand
blue; given a pair of siblings x and y wherex is younger, the number of additional
dangerouspairs is either the number of green descendats at or belov x or the
number of blue ones,dependingon y's color. Sincethe expected number of greenor
blue descendats at or below a greenor blue vertexis2=((1  )(2+ )), y takesead

of thesecolorswith probability 1=2, and the expected number of pairs of siblingsis

E 7 = 222, wehave
1 2 2
ED= ED+ ——
22(1 )2+ )
and so
2
ED =

21 )2+ )

Setting f ( ) = cED gives(3.8) and completesthe proof.

Lemma4 then implies the following.
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Lemma 5 Letl< c< ¢ = 3:847:: The prokability that 3-gl suaeedson G(n; c=n),
and that algorithms A and B color G(n; c=n) without backtracking, is
Z

P:(0) = exp ! drf ( (r)) + o(1) (3.9

0
wheee f () is givenby (3.8), (r) = (2=3)csy(r), sx(r) is the solution of (3.2), and

ro is the smalest positive root of s,(r) = O.

Pro of. Given Lemma 4 and including the o(1) probability that the state is not
within o(n) of that predicted by the di erential equationsfor all r, we can write

Y
PC(O) = CEUCCESJR:”) + 0(1)
R
%
= exp rfr)) +o(1=n) + ofl)
R
1 X |
= exp f( (R=n)) +0o(1)
Z R

= exp ! drf ( (r)) + o(1) :

0

In the secondline we usedIn(1 x) = x+ O(x?), and in the last line we usedthe

fact that f ( (r)) is boundedand di erentiable aslongas (r) < 1.

Finally, we obtain (3.1) from (3.9) by changingthe variable of integration from r

to t. Sincedt=dr = 1=(1 ), this gives
Z to c 2
P:(0) = exp ) dt 20 )2+ ) +0(1) : (3.10)

Heret, is the time at which we completethe giant componert, or equivalertly, the

rst time after we start coloring the giant componert at which the number of 2-color

verticesbecomeszero. Using (3.5), this is the smallestpositive root of

sSM)=1 t e®=0 (3.11)
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Probability of success without backtracking
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Figure 3.2: A comparisonof our calculation (3.1) of the probability P.(0) of success
without badtracking (the solid line) with experimertal results (the stars) asa func-
tion of c. The experimerts consistedof 10* trials for ead value of ¢, on graphs of
sizen = 10°%.

completing the proof of Theorem 3.

We have not found a closedform for the integral in (3.1). Howewer, Figure 3.2
comparesvaluesof P.(0) obtained by integrating (3.1) numerically with experimertal

data for graphsof sizen = 10%, and they are in excelleh agreemenh

3.2.3 Another approac h: the distribution of 1-color vertices

In this section,we look at a heuristic calculation of P¢(0) in which we considerthe
stepsof 3-gl one at a time, rather than in rounds. This method is analytically
simpler than that in the previous section. Howewer, to make it rigorous, we would
needto dealwith the fact that the everts that a pair of nearby stepsfail are positively

correlatedif they occurin the sameround; for instance,they are both morelikely to
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fail if that round colors many vertices. (One way to remove this correlation would
be to note that the probability that more than one step in a given round fails is
O(polylog(n)=n?), so taking a union bound over the O(n) steps, with probability

1 o(1) no two stepsfail in the sameround.)

We start by calculating the probability distribution p(x) of the number of 1-color
verticesthat are presen at a given time, sincethe probability that two of theseare
neighbors is essetially p times its secondmomen. If we think of 3-gl in single
stepsrather than in rounds, Achlioptas and Molloy [5] shoved that x obeysa biased
randomwalk, whereat eat stepwe rst decremehn X if it is positive (sincewe color
a 1-color vertex if one exists) and then increaseit by a random variable y which is

Poisson-distributedwith mean (sincewe createy new 1-color vertices).

Since variescortinuously with t, asn! 1 we canassumethat is roughly
constart over a large number of steps, in which casep(x) will be closeto the sta-
tionary distribution of this biasedrandom walk. We can calculate p(x) using its
generatingfunction

X
92)=  p(x)z*

x=0
In particular, g(0) = p(0) is the probability that there is no 1-colorvertex, i.e., that

the currert stepis a free step. Sincethe expectedchangein x, which isp(0) 1+ ,

must be zerofor the stationary distribution, we have p(0) = 1

Decremeting x by 1 if x > 0 correspndsto dividing g(z) by z exceptfor the z°
term, and adding y to x corresppndsto multiplying g(z) by the generatingfunction

of the Poissondistribution,

X e ‘el
y=0 y!
Thus the e ect of ead stepon g(z) is
z 0 e D
iy I PODyp) e vz gmra sz &
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and solving for the stationary distribution gives

CEIDICEE'

ze @1 1

9(2) =

The expected number of 1-color verticespreseit on a given step is then

Ex=g{1) = 72% ; ;

and the expected number of 1-color vertices other than the one colored on a given

stepis

Ex 1+ pp= Ex =

A (3.12)

any of which could conceiably becomea 0-color vertex on that step.

Howe\er, the colorsof the existing 1-colorverticesare correlatedwith ead other,
sowe can't simply divide (3.12) by 3. Thinking bad to the tree T generatedby a
round, if two colorsare k stepsapart in the tree, then the probability that they are

the samecolor is given by
!
1 F(k 1) 1 K

1
F(k) = = 1+2 =
(k) 2 3 2

e.g. F(0) = 1, F(1) = 0 (sinceedgesin T only connectl1-color vertices of di erent

colors), F(2) = 1=2, and soon.

In a branching processof branching ratio , the averagenumber of vertices k
stepsaway from a given vertex is . Summingover all k 1 and dividing by 2
sincewe are courting ead pair of vertices twice, the expected number of partners

forming a dangerouspair with the vertex coloredon a given step is

N N N k
5 F= g gt
k=1 k=1 k=1
1 1
~ 61 32+
2
21 )R+ )
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Multiplying this by p = c=nand integrating over the stepsO< t < ty givesthe same
integral for the expected number of O-color vertices createdwhile coloring the giant

componert asin (3.1).

3.2.4 The singularit y at ¢ and the dicult y of numerical

exp erimen ts

As c approatesc , the maximum value of approatesl, and the integral in (3.1)
diverges.To isolate the nature of this divergencewe expandthe integrand in terms

of partial fractions, which gives

Zto 0
np©)= S gt 1 2*3 . a5 (3.13)

cZt
6 o 1 2+ 6, 1

Given (3.4) and (3.5), s, and are maximizedat t,.x = (In c)=c Expanding asa

Taylor seriesin t around tax gives

L S dt L i (3.14)
o 1 I omax (122 %% tow)? "1 a0 022
where
2
00— £
3
and
2
max = :—%(c Inc 1)
Letc=c wherec is the unique positive root of c Inc= 5=2[5]. To leading

orderin , we have
@max _ 2(C l)

1 max @ 3c

c=cC

and (3.13) and (3.14) give

INPL0) = p-  O(L)
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where

r
c

A2 26 D

1:29 :
Thus the probability of successs given by
imPo(0) = exp( A=) (1)

which goesto zerofaster than any analytic function as ! 0. In particular, all of

its derivativeswith respect to c are zeroat c .

While the threshold ¢ belov which 3-gl succeedwith positive probability can
be determinedanalytically, more sophisticatedheuristics often require numerical ex-
perimerts | if only to con rm a long and involved journey through a large system
of coupleddi erential equations. Howewer, sinceP.(0) approatheszerovery rapidly
asc! c, the number of trials we have to do to conrm that 3-gl succeedwwith
positive probability increasesvery rapidly. Using methods from statistical physics,
Deroulersand Monasson[22] found the samecritical behavior for heuristics on ran-
dom 3-SAT; we expect a similar pattern for other heuristics, sud as the smaoothed

Brelaz heuristic analyzedby Achlioptas and Moore [6] which succeeddor ¢ < 4.03.

To illustrate this, in Table 3.1 we shav P.(0) for various valuesof c. Note that
to measurec to one, two, or three decimal digits, we needto do roughly 1C?,
1C°, and 10%® trials! On a practical level, this meansthat numerical experimerts
will systematically underestimatethe threshold belov which a heuristic of this type
succeedsvith positive probability.

c | InP0) | P.(0)
3.8 4:569 0:0104

384 | 13654 | 11176 10°
3:847| 63467 |2733 10 %8

Table 3.1: The rapid decreaseof P,(0) asc approaciesc  3:8474.
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3.3 Exponential backtrac king with positiv e prob-

abilit y

In this sectionwe prove Theorem 2, establishingrigorously that the number of bad-

tracks of DPLL on random graphswith degreel < c< ¢ hasa heavy tail.

Pro of of Theorem 2. We focuson algorithm A rst, in which ead vertex is given
anindexin a xed randomorder. Let t; be a constart sud that 0 < t; < ty wheret,
is givenby (3.11). Run the algorithm for t;n steps,andthen cortinue until the end of
the currert round (which takeswith high probability o(n) more steps), conditioning
on not having created a O-color vertex so far. This is equivalert to running 3-gl

conditionedon its successsoasdiscussedabove, at the end of theset;n + o(n) steps
there are with high probability sz(t;)n + o(n) 3-color vertices and s,(t;)=3 + o(n)
2-color vertices of eat color pair, where s3(t;) and s,(t;) are given by (3.5). In
addition, the uncoloredpart of the graph G°is uniformly random in G(n% p) where

nYis the total number of uncoloredvertices.

Let us call atriangle badif it is composedof 2-colorverticeswhoseallowed colors
are red and green, it is disconnectedfrom the rest of G° and the indices of its
verticesare all greaterthan the medianindex of the 2-color verticesin G°% Now, let
E. bethe event that G cortains exactly one bad triangle. It is easyto seethat the
distribution of the number of bad triangles is within o(1) of a Poissondistribution
with expectation

_ 1 s(t1)n=3
I 3

C3$2(tl)3 e 3csa(t1)

3 3s3(t1)n —
(L p 1296

m

= (1)
Then E; occurswith probability ¢ = me ™ + o(1) > 0.

Let us call this triangle . It is important to usin the following ways:

1. It is not 2-colorable,soewery branch of this subtreewill fail, and the algorithm
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will be forcedto badtrack at leastto the (t,n)th step and uncolor oneof 's

blue neighbors.

2. Since s isolated from rest of G% we will nd this cortradiction only if we
chooseoneof 's verticesfrom the pool of 2-color vertices;we will not be led
to by a chain of forced steps.

3. Whenrunning A wewon't chooseany of 's verticesuntil werun out of 2-color
vertices of lower index, and this will not happen until we have taken at least
S»(t1)n=2 more steps.

In other words, will causethe ertire subtreestarting with theset;n stepsto falil,
but we won't nd out about it until we explorethe tree ( n) more deeply and visit

an exponertial number of nodes.

To formalize this, let t, be a constart sud that 0 < t, < s,(t;)=2, and consider
running the algorithm for another t,n steps. This producesa seard tree of depth
ton, where ead internal node correspnding to a forced or free step has one or two
children respectively. If we choosea random branch of this tree by following the two
brancheswith equal probability ead time we cometo a free step, this is equivalert
to running 3-gl on the graph G%°= G°n . Ead leaf of the tree corresmnds either
to creating a O-color vertex and badtracking, or having run for t,n stepswithout

creating a 0-color vertex. We call these\bad" and\good" leavesrespectively.

We will abusenotation by letting G(n°® 3; p) denotea random graph with three
fewer red-greenvertices than G°% Once we condition on the number of uncolored
vertices of eat color list in G° and on the ewert that E; occurs, G®is uniformly
randomin G(n® 3;p) exceptfor the condition that it hasno bad triangles (it is easy
to seethis given the structure of G(n; p) asa product space). The progressof 3-gl
on G(n® 3;p) is still given by the di erential equations(3.4), sinceremoving three

verticeschangesthe rescaledvariablesby o(1). Sincethere is onefree step per round,
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the number of free stepsperformedby t,n stepsof 3-gl on G(n® 3;p) is with high
probability n+o(n) where = r(ty) r(ty) andr(t) isgivenby (3.6). But, the event
that G(n® 3;p) hasno bad triangles occurswith probability e ™ + o(1) = (1), so
conditioning on this evert the number of free stepsperformedby 3-gl on G%is still
with high probability n+ o(n). Furthermore, 3-gl succeed®n G(n° 3;p) for t,n
stepswith probability at leastP¢(0), and sincethis successmpliesthe condition that

G(n°® 3;p) hasno bad triangles, 3-gl succeedon G®with probability P P.(0).

Let us transform the seard tree to a binary tree T with the samenumber of
leaves, by replacingead chain of forcedstepswith a singleedge,and leaving just the
internal nodescorrespnding to free steps. The depth of a leaf is now the number
of free stepson the way to it, and a run of 3-gl samplesa given leaf at depth i
with probability 2 '. Let M be the averagedepth of a good leaf accordingto this
probability distribution; then with high probability M = n+ o(n), and the total
probability of the good leavesis P.

We wish to prove a lower bound on the number of leaves. If T were perfectly
balanced,this would be easy;but unfortunately M is not exponertially concetrated,
sothe depth of the leavescan vary signi cantly. Therefore,we employ the following

lemma.

Lemma 6 Let T be a binary tree. Assign a prokability 2 ' to each leaf at depthi,
and lakel each leaf \good" or \bad." Let M be the average depth of the gaod leaves,
and let P be their total prokability. Then there are at least P 2V gaod leaves.

Pro of of Lemma 6. Let N be the number of good leaves; we prove the lemma
by induction on the sizeof the tree. For the basecase,a tree consistingof a single
vertexhasP = 1,M = 0andN = 1ifit isgood,andP = OandN = 0if it is bad.

Now assumeinductively that the lemmais true for T's subtrees.Let N- and N,

denote the number of good leaves of the left and right subtrees,M- and M, their
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averagedepth (measuredfrom the subtrees'roots) and P- and P, their conditional
probabilities. Then we have N = N- + N,, P = (P- + P;)=2, and

_PM +PM,

M
2P

1:
Letp;g Oandp+ q= 1. Thenforany A;B 0 we have
pA+qB APBA (3.15)

i.e., the weighted arithmetic meanis at leastaslarge asthe weighted geometricmean.
Then taking p= P-=(2P) and q= P,=(2P), we have

N = N +N,
p- 2" + p, 2Mr
(ZP) 2(P\M\+Per):(2P)

= p2" .

Lemma 6 and the above argumernts imply that with probability qu  o(1), Awill
backtrack at leastP,(0)2" o™ = 2" oM times. Takingany q< ¢, andany <

completesthe proof for A

The proof for algorithm B is similar. We remove the condition on 's indices
(removing the factor of 1=8 from m above). Howewer, the branchesof T can now fail

either because

1. 3-gl createsa 0-color vertex while running on G or

2. the algorithm choosesto branch on oneof 's vertices.
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Let si'" = min,, ¢ , S2(t). Then the probability that oneof 's verticesis chosen
on a given stepis with high probability at most 3=(sJ""n+ o(n)), and the probability
a brana fails for the secondreasonis at most 3t,=s]'"" + o(1). The probability of the
good leavesis then P P.(0) 3t,=9/ 0(1), and by taking t, su ciently small
we can ensurethat P > 0. Thus B also bactracks 2" °M times with probability

G 0(1). Weagaintakeg< ¢ and < , andthe proof is complete.

3.4 Discussion

We have shovn that DPLL algorithmstake exponertial time with positive probability
for random graphs G(n; c=n), ewen in the \easy" range 1 < ¢ < 3:847:: where
with positive probability they color the graph with no badtracking at all. This
happensbecausedhe evens that di erent branchesof the seart tree fail are far from
independern; sincea single bad triangle  dooms an ertire subtreeto failure, the
probability all its branchesfail is positive eventhough a random branch succeedsvith
positive probability. The algorithm then tries to 2-color an exponertial nhumber
of times, naively hoping that recoloring other verticeswill render 2-colorable. In
terms of restarts,once has\spoiled" an ertire sectionof the sear® space,t makes

more senseto start over with a new random branch.

Experimenrtally, Figure 1.1 shaws that the distribution of the number of badk-
tracks follows a power law Pc(b) b 1. It might be possibleto strengthenTheorem?2
to prove this power-law behavior in the following way: supposefor the sake of argu-
mert that appearsat a uniformly random depth d between1 and n, and that the
running time bis exactly 249 for someA. Then the probability that bis between2d
and 22D js 1=n, giving a probability density P.(b) = 1=2*9(2* 1)n) 1=h Of
course,d is not uniformly distributed, but any distribution which variesslonly from

(1) to ( n) would give the samequalitative result. The dicult y is determining
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how d is distributed, and then better understandingthe distribution of b: howeer,

bounding bs variance, say, seemsguite challenging. We proposethis as a direction

for future work.
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Conclusion

The ewaluation of incompletesatis abilit y solversdependscritically on the availabil-
ity of hard satis able instances. A plausible sourceof sud instancesare k-CNF
formulas whoseclausesare chosenuniformly at random amongall clausessatisfying
somerandomly chosentruth assignmeh A. Unfortunately, instancesgeneratedin
this manner are relatively easyand can be solved e cien tly by practical heuristics.
Roughly speaking, as the number of clausesis increased,A acts as a stronger and
stronger attractor. Motivated by recen results on the geometry of the spaceof so-
lutions for random k-SAT and NAE-K-SAT instances,previously we proposea very
simpletwist on this model that greatly increaseghe hardnessof the resulting formu-
las. Namely, in addition to forbidding the clausesviolated by the hidden assignmen
A, we alsoforbid the clausesviolated by its complemem, sothat both A and A are
satisfying. It appearsthat under this \symmetrization" the e ects of the two attrac-
tors largely cancelout, making it much harder for an algorithm to \feel" (and nd)

either one. We give theoretical and experimertal evidencesupporting this assertion.

While the resulting formulas appear to be just as hard for DPLL algorithms as

random 3-SAT formulas with no hidden assignmety they can be solved by WalkSAT
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in only polynomial time. We then proposea new method to cancelthe attraction to
A, by choosinga clausewith t > O literals satis ed by A with probability proportional
to o for someg< 1. By varying g, we can generateformulas whosevariableshave no
bias, i.e., which are equally likely to be true or false;we can even causethe formula
to \deceptively" point away from A. We presen theoretical and experimertal results
suggestinghat theseformulas are exponertially hard both for DPLL algorithms and

for incomplete algorithms sud as WalkSAT

Next, we introduce a new application for constructing \hard to solwe" SAT in-
stances: Negative Databases(NDBs), a strange type of databasethat only stores
records\not" in the original database.NDBs o er the promiseof preservingthe con-
dentialit y of the individual recordsin a database while permitting certain restricted
gueries. NDBs have many applications in the eld of data security. Constructing
an NDB correspnding to a DB is equivalert to constructing a SAT formula with
a set of satis able truth assignmets asits only satis able truth assignmets. We
presem a new approad to construct sud formulas, and we are able to show that
the formula can only be satis ed by the truth assignmets that are very closeto
one of the hidden assignmets. This fuzzy property could be a big advantage for
biometric authertication in which random \noise" is unavoidable. We then demon-
strate experimertally that the formulas generatedby our shemeare much harderto
solwe than the formulas generatedby the previously suggestedore x algorithm and
RNDB algorithm[27, 25, and indeedthey are hard enoughto ensuresecurity. We
hope that this newapproad could createinterestin constructing hard SAT formulas

asa way to protect the con dentialit y of databases.

Finally, to understand how bad the solwers work, we analyze the behavior of
two natural variants of the Davis-Putham-Logemann-Leeland (DPLL) algorithm
for Graph 3-Coloring on sparserandom graphs G(n; p = c=n). First, we calculate

analytically the probability P.(0) that these algorithms nd a 3-coloring with no
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badtracking at all, and shawv that it goesto zerofaster than any analytic function
asc! c¢ = 3.847... Then we showv that ewen in the \easy" phasel < c < ¢
where P¢(0) > 0, including just above the emergenceof the giant componert, the
expected number of badtracks is exponertially large with positive probability. To
our knowledge this is the rst rigorous proof that the running time of a natural
badtracking algorithm has a heavy tail for graph coloring. In addition, we give
experimertal evidenceand heuristic argumerts that this tail takesthe form P¢(b)

b 1 up to an exponertial cuto .
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APPENDIX

Pro of of Theorem 1

First, we want to calculate the probability that a given truth assignmenh b satis es

a legal clauseC;. 2¢ possibleclausescan be formed over k variables, and at most
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2 1 of them are legal clauses.SinceC; is chosenuniformly randomly amongthose

legal clausesPr [ b satis es C; / bdisageeswith A] 1 2k—11 Therefore,

N QO

1 if b agrees with A on C;

i if b disagees with A on C;

Pr[bagreswith AonCj] 1

Pr [b satis es Ci]

+ Pr[bdisageeswith AonC;] 1 !
2k 1
= (1 Pr[bdisageeswith A on Ci])
+ Pr[bdisageeswith AonC;] 1 !
2k 1
= 1 Pr[bdisageeswith A on Ci] i (1)

2 1

SinceA is a set of uniformly random truth assignmets, Pr [b disageeswith A on

C]= N,Pr[bdisageeswith a on C;]; and this implies:

Pr[bsatisesCi] = 1 N Pr[bdisagees with a on Ci] Tll (.2)

To calculate the probability that b disagees with a on C;, we needthe following

Lemma:

Lemma 7 8 ; > 0, for any given pair hiddenassignmentsa;;a; 2 A,

PriA ) H@ia) 0+ o 1 2 &
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Pro of 1 For any pair hiddenassignmenta, and g;, let

8
<0 if & agreeswith g on variablei

1 if & disageeswith g on on variablei|

Since g and a are randomtruth assignmentsx; is an independentrandomvariable
with E[x;] = 1/2. LetX = [, X, then E[X] = n=2.

By Cherno bound, we have:

=N

PriX<21 )] es

o=
=N

PriX> 31+ 1) e

2

Therefore, Pr{3(1 1) Haa 3(1+ )] 1 2281 lasn! 1.

Sincethere are only '; pairs of hidden assignmets, Lemma 2 implies the following

Corollary:

Corollary 8 8 ;> 0 and 8 pair hiddenassignmentsa;;a 2 A,

. 1 1
nI'I{n Pr [é(l 1) Hai 3 é(l + l)] =1
With triangle inequality, Corollary 3 inplies the following Corollary:

Corollary 9 For everytruth assignmentband ; > O,

. 1
n|ll{n Pr [9more than 1 a; suchthat H (b;a;) Z 1]=0
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Let x = H(a;b), sinceead clauseis randomly formed, Pr [b agrees with a on C;]
= (1 x)X; and Pr[bdisagesswith aonC]=1 (1 x)¥; following corollary 4,

equation 2 indicates:

N
Pr [b satis es C;] 1 1 1 ) 1 @ 1=+ )F

Now let's calculate E[S]: the expected number of satis able assignmets b sud that
H(b;a) > with & 2 A. By linearity of expectation, we have equation 4; That
the ead clauseis independent random implies equation 5; by equation 3, we have
equation 6; equation 7, 8, 9 and 10 are just simple appraximations by usingl x <
e*8x>0andl x>e >80< x< 0:75;replacing 1 e X byf(), W

by c, k by clog, N, and r by €f ( )2%, we have equation 11.
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E[S] = Pr[bsatises'] the number of sud b

< 2"(Pr[bsatis es Ci])"
‘ K N 1
N1 1 @1 ) 1 (1 14+ )
1 rn

k _ k N
2" 1 1 e 1 (3=4+ ) x 1

rn

2n 1 1 e k e 2N(%+ 1)k 2 k
|
rn

K
(1 e k)eZN(%+ D% 5k
2n

|
(Let)emd oo,

= 2e
0 0 lln
2N 2

Brf() e 2 k e2f()2kK
. :

1! clogo N
T

= 21"

Since2e '< 1,asn! 1 ,E[S]! O.
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