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I'm fighting to defend our safety and freedom online.
I use novel techniques to uncover harmful software behavior.
I reveal applications’ secret censorship rules and hidden surveillance activity, and I expose how gaps in applications’ security put the safety and privacy of our data in jeopardy.




I'm now a Senior Research Associate at the Citizen Lab.
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([image: ]report)
([image: ]Radio-Canada [2])

	
Jeffrey Knockel, Zoë Reichert, and Mona Wang. “Please do not
make it public”: Vulnerabilities in Sogou Keyboard encryption expose
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Jeffrey Knockel, Jakub Dalek, Levi Meletti, and Ksenia Ermoshina.
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Mona Wang, Pellaeon Lin, and Jeffrey Knockel. Should We Chat?
Privacy in the WeChat Ecosystem. The Citizen Lab. June
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email censorship in China. In the 11th Workshop on Free and
Open Communications on the Internet (FOCI 2021).
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In May 2021, I published an interactive Lennon Wall comprised of 5,487 images censored by Tencent relating to the Hong Kong Anti-Extradition Law Protests, which I also have a demo of below. Click or tap a tile in the mosaic below to view the censored image full screen!
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Please enable Javascript to try the demo!
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Lotus Ruan, Jeffrey Knockel, and Masashi Crete-Nishihata.
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signalling repression in China. In China Information 35, no. 2
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segregate: Classifying how Internet platforms operate in China and the
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I successfully defended my dissertation in December 2017: Measuring Decentralization of
Chinese Censorship in Three Industry Segments.
My graduate research was advised by
Jed Crandall
and
Jared Saia.
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