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MOTIVATION: SECURE MULTIPARTY COMPUTATION




SECURE MULTIPARTY COMPUTATION (MPC): ADDITIVE SHARES

We will make no cryptographic assumptions.

Computations: addition (easy) and multiplication (harder)

<S> secret S is divided into shares S1,S82, ..., Sy such that Z,?':l =S
and the individual s; reveal nothing about S

<S -+ t> add shares locally (81 + tl) + (82 + tg) + (53 + t3) — s+t

) M (s121) + (s2t2) + (s3t3) # st




SECURE MULTIPARTY COMPUTATION (MPC): SHAMIR SHARES

We will make no cryptographic assumptions.

Computations: addition (easy) and multiplication (harder)

<S> Define a degree 1 — 1 polynomial f with constant term S

<S t> add shares locally (f g)(xz) — f(xz) g(:vz)

<5 ¥ t> multiply shares locally? /t. Constant term is right, but the degree increases




EXAMPLE: MULTIPLICATION WITH BEAVER TRIPLES

We will make no cryptographic assumptions.

Reveal:




EXAMPLE: MULTIPLICATION WITH BEAVER TRIPLES

We will make no cryptographic assumptions.

Reveal:




EXAMPLE: MULTIPLICATION WITH BEAVER TRIPLES

We will make no cryptographic assumptions.

Known: X = S — a, =1t —0b

Local computation:
u; = Ps;




EXAMPLE: MULTIPLICATION WITH BEAVER TRIPLES

We will make no cryptographic assumptions.
Known: X = S — a, =1t —0b

Global Impact:
up +ug +ug = (Bs1 + aby +c1) + (Bsa + aba 4+ c2) + (Bss + abs + ¢3)

= f0s+ab+c
=(t—0b)s+ (s—a)b+ ab
= st —sb+ sb—ab—+ ab

— st
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BEAVER TRIPLES

We will make no cryptographic assumptions.

Given <$> and <y>,how can we get <azy> ?

B triple: (b)Y, — {ab
peaver Pl (a). (b) (c) = (ab)

Reveal & = X — Q, 5:y—b
set 2; = Bx; + ab; + ¢;
Then

z=(y—blx+ (x —a)b+ab=zy — bxr + bxr — ab+ ab = xy

Problem: How do we get the Beaver triple?
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FINDING BEAVER TRIPLES

L. Beaver triples can be expensive to compute WANTED

Precomputation
« Oblivious Transfer (e.g., TinyOT)
« Homomorphic encryption (e.g., SPDZ)

‘. Beaver triples cannot be reused
' Beaver triples cannot be used with dynamically changing groups

Triples as a service (e.g. Taas, CrypTen)

' We don't always want to rely on a third party

Goal: Low-communication, non-cryptographic algorithm
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FAST FOURIER TRANSFORM

- Fast Fourier Transform (FFT)
Compute f(w?), f(w!),..., f(w™ 1) from ao,a1,...,a, — 1, or vice versa

with complexity O(nlogn)
where f(z) =) arz® , and w=e% (W isan n'" root of unity)
k=0

0

a W (M) 0

0 20 f(w?)

a2 ? T fwh)

w2

@ ] O f(w?)
2

as ), X f(w?)
w? w3

o f(WO), f(wh),..., f(w" 1) are Shamir shares of Q.

n—1
jk:zo, ked{l,2,....n—1
o f(W0), f(wh),..., f(w"!) are also additive shares of . 2w { n—1}

7=0
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FAST FOURIER TRANSFORM EXAMPLE, n = 4

w?=—-1,wt=1

ago Ww? M

a2 > T
w2
al (1)0 3
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FAST FOURIER TRANSFORM EXAMPLE, n = 4

w?=—-1,wt=1

ap + a9
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FAST FOURIER TRANSFORM EXAMPLE, n = 4

w?r=—-1,wt=1
ap + as
%o w50 ap + a1 +az + az = f(w")

w9

ap — a2
az 5 I ag + a1w — as — asw = f(wh)
o2
gl1 +
a1 W @ ag — a1 +az — az = f(w?)
2
X ) x\>.a0alwag%—agw—f(cu?’)

w? w3

ajl —
as
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FAST FOURIER TRANSFORM EXAMPLE, n = 4

w?=—-1,wt=1
ap + a2
ao Wwd M = F(w?)
ag — a9
a2 > T f(wh)
w?ll +
a 5 O f(w?)
al — 3
as ), f(w?)
w? w3

Additive shares:

f@?) + flw') + f(w?) + f(w?)

= (ap + a1 + az + a3) + (ag + ar1w + asw? + asw?®) + (ap + a1w? + asw* + asw®) + (ap + a1w?® + asw® + azw?)
—ag(1+1+1+1D)4+a(1+w+w? +w?)+a(l+w*+w* +w’) +az(l +w’ +wb +w?)
=ap(l+1+1+1)4+a(l+w—-1—-w)+ax(l—-14+1-1)+a3(l 4+ —w—1+4+w)

= 4ag

Idea: Use FFTs to get a Beaver Triple
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BEAVER TRIPLES FROM THE FAST FOURIER TRANSFORM: A AND B

f(w®) - g(w*) are Shamir shares of agbg
i ...buthas f-g(z)degree 2n —2>n —1

L f(wP) - g(w®) are not additive shares of agbg
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(NON)EXAMPLE BEAVER TRIPLES FROM THE FFT, n = 4

f(z) = ag + a17 + azx® + aszx’ g(x) = by + bix + box? + b3z’

(f - g)(x) = co + c1x + cox® + c32”° + cax™ + c52” + ca®

n—1
Z(fg)(wk) =co(l4+1+1+D)+ei(l+w+w? +u?) + el +w? +w* + W) +e3(1 4+ w? + W +w?
k=0 +ea(l+w +w® +w?) +es(1 4+ w® + W +w'®) + (1 + W + w'? + w'®)

== 460 -+ 404
= 4&0[)0 + 4(&1[)3 + agbg + agbl)

L f(wP) - g(w®) are not additive shares of agbg
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BEAVER TRIPLES FROM THE FAST FOURIER TRANSFORM: AB

fe(z) : lower 5 terms of f

ao w? M 5 fe(wo)

w2
ay mo 5 f£ (w2)

ge(z) : lower 5 +1 terms of g

bo WO

w2
0
b O gefw?)

fo(wF) - go(w®) are Shamir shares of agbg

fe - ge(x) has degree n — 1

f(wk) : g(wk) add to ’na()bo
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KEEPING (I() SECRET: PROBLEM

% B w—c\ ! fo(w®)
. fo(wh)

fo(w?)

fo(w?)

We need to make sure that no individual learns ()
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KEEPING (I () SECRET: MESSAGES SENT

ao ao + a2

S L P PP P PP
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KEEPING (1 () SECRET: ADDING NODE WEIGHTS

ap + az

ao (8 /4—1\ 6\ ff(wo)

fe(w?h)

fe(w?)

fe(w?)

fe(w®)
No weight one node sees (()

fe(w®)

fe(w")
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ONGOING WORK:

COALITION
RESISTANCE




HONEST-BUT-CURIOUS COALITIONS

- Participants follow the rules, but learn from any information they see

« Some collections of participants pool information
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HONEST-BUT-CURIOUS COALITIONS: NON BUTTERFLY EXAMPLE, n = 8

ap + a2
M) ) fe(wO)

ao

Known:

ap + aw + a2w2 + a3w3

9

ag + a1w3 + a2w6 + asw” = ag + a1w3 — a2w2 + azw

a1 + a3

|

2a0 + (w + w?) (a1 + a3)

a1 + as

|

ap
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EXAMPLE: LOW WEIGHT

1 I
1

ao ao + a2

1 ))fe(w®) =ao+ a1 +az +as

ao +w2

fe(w?h)

ap — a2

1) fe(w?)
27X
%)

- 1) fe(w

Q
o (=)
-
&
Iy
EH\Q\©

1
a a1 + g
o (1 D C Q
1
wh ai ar + wz
) :><><://
as % w?)
1 w0 | — wils w7
0 1) Je(w)

Total weight in nodes: O(nlogn) ©
Coalition resistance: O(logn) @
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EXAMPLE: HIGH COALITION RESISTANCE

Total weight in nodes: ©(n?) ®
Coalition resistance: ©O(n) ©
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EXAMPLE: BOX WEIGHTING SCHEME

¥

logy n—1
n
nlogsn +n + Z 2" . ok’ (logon — k)
k=0
logy n—1
:nlog2n+n+nloggn—n Z k
k=0

3 1 5
:§nlog2 n+n+ §nlog2 n

=0 (nlog®n)

Total weight in nodes: 9(n10g” n)

Coalition resistance: ?
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EXAMPLE: TOP LEFT WEIGHTING SCHEME

316
(e

— 310g2 n+1 m

_ @(n1/10g3 2)

/< 1.59
Total weight in nodes: @(n

Coalition resistance: ?
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AN APPROACH TO FINDING COALITION RESISTANCE

ao ao + a2

ao Q (2 fe(w®)
/\ ap a; a; as
wh ao ap + w?as
0 ® fo(w") 1 w w? W3
M=10 1 0 1
0 1 0 w?

fe(w?)
/Y

equations at nodes held by coalition

fe(w?)

fe(w?)
Want to show:

fo(w?) A isnotin the row space of N
for low-cost sets

Note: &I X X Submatrices of
Vandermonde matrix are full rank
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AN APPROACH TO FINDING COALITION RESISTANCE: EXAMPLES

1

N

N
-

-_—
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SUMMARY

 Given a Beaver triple, multiplication of additively-shared values is inexpensive

Zq = BCIZ‘Z —I—Oébz —I—CZ'

- We introduce an FFT-based method to allow for on-the-fly generation of
Beaver triples

- Work in progress: node weights to tolerate coalitions

= What balance between total weight & coalition resistance can we expect?




QUESTIONS OR

COMMENTS?
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