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MOTIVATION: SECURE MULTIPARTY COMPUTATION
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SECURE MULTIPARTY COMPUTATION (MPC): ADDITIVE SHARES

Computations: addition (easy) and multiplication (harder)
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We will make no cryptographic assumptions.

secret     is divided into shares                                     such that                   
and the individual      reveal nothing about 

add shares locally

multiply shares locally?



SECURE MULTIPARTY COMPUTATION (MPC): SHAMIR SHARES

Computations: addition (easy) and multiplication (harder)
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We will make no cryptographic assumptions.

add shares locally

multiply shares locally?

Define a degree                   polynomial        with constant term    

⚠ Constant term is right, but the degree increases



EXAMPLE: MULTIPLICATION WITH BEAVER TRIPLES
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We will make no cryptographic assumptions.

Reveal:  



EXAMPLE: MULTIPLICATION WITH BEAVER TRIPLES
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We will make no cryptographic assumptions.

Reveal:  



EXAMPLE: MULTIPLICATION WITH BEAVER TRIPLES
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We will make no cryptographic assumptions.

Known:                              ,

Local computation: 



EXAMPLE: MULTIPLICATION WITH BEAVER TRIPLES
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We will make no cryptographic assumptions.

Known:                              ,
Global Impact:



BEAVER TRIPLES
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Given            and           , how can we get              ?  

Beaver triple: ,         , 
(D. Beaver `91) 

Reveal 

Set 

Then 

Problem: How do we get the Beaver triple?

We will make no cryptographic assumptions.



WANTED

FINDING BEAVER TRIPLES
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Triples as a service (e.g. TaaS, CrypTen)

⚠ Beaver triples cannot be reused

Precomputation

• Oblivious Transfer (e.g., TinyOT)

• Homomorphic encryption (e.g., SPDZ)

•   

…

⚠ Beaver triples can be expensive to compute

⚠We don’t always want to rely on a third party

Goal: Low-communication, non-cryptographic algorithm 

⚠ Beaver triples cannot be used with dynamically changing groups



FAST FOURIER TRANSFORM
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• Fast Fourier Transform (FFT) 
Compute                                               from                              , or vice versa        
           with complexity    

•                                             are Shamir shares of       . 

•                                             are also additive shares of          .

where                           ,   and                    (      is an        root of unity)   
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FAST FOURIER TRANSFORM EXAMPLE, 
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FAST FOURIER TRANSFORM EXAMPLE, 
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FAST FOURIER TRANSFORM EXAMPLE, 
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FAST FOURIER TRANSFORM EXAMPLE, 
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Idea: Use FFTs to get a Beaver Triple 



BEAVER TRIPLES FROM THE FAST FOURIER TRANSFORM: A AND B
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(NON)EXAMPLE BEAVER TRIPLES FROM THE FFT, 

19

?
are not additive shares of ⚠



BEAVER TRIPLES FROM THE FAST FOURIER TRANSFORM: AB
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KEEPING          SECRET: PROBLEM
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KEEPING          SECRET: MESSAGES SENT
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KEEPING          SECRET: ADDING NODE WEIGHTS
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ONGOING WORK:
COALITION 
RESISTANCE
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HONEST-BUT-CURIOUS COALITIONS 

• Participants follow the rules, but learn from any information they see

• Some collections of participants pool information

25
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HONEST-BUT-CURIOUS COALITIONS: NON BUTTERFLY EXAMPLE, 
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EXAMPLE: LOW WEIGHT
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Total weight in nodes:
Coalition resistance:
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EXAMPLE: HIGH COALITION RESISTANCE
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EXAMPLE: BOX WEIGHTING SCHEME
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EXAMPLE: TOP LEFT WEIGHTING SCHEME
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AN APPROACH TO FINDING COALITION RESISTANCE
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AN APPROACH TO FINDING COALITION RESISTANCE: EXAMPLES
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SUMMARY

• Given a Beaver triple, multiplication of additively-shared values is inexpensive

• We introduce an FFT-based method to allow for on-the-fly generation of 
Beaver triples

• Work in progress: node weights to tolerate coalitions

§ What balance between total weight & coalition resistance can we expect?
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QUESTIONS OR
COMMENTS?
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